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‘01  Quantum security Background

Quantum computers have ushered in an era of revolutionary high-speed computation for complex problems,
yet they also pose new security concemns, such as the potential ohsolescence of current encryption systems.

Quantum Computing Quantum Algorithm

01 Physu:al properties of quantum O1 Shor's algorithm (by Peter Shor,1994)
(by
0 Superposition, entanglement, © Quantum algorithm that factors integers in polynomial time.
g g y
uncertainty, impossibility of 0) © Risk of compromising traditional public-key algorithms (RSA, DH).
sl = 0) + 1) Time required for RSA attack using Shor's algorithm
A Size in bits 1024 2048 4096
Ly number of qubits 5124 10244 20484
02 Quantum computer number of gates 3x10° 2x10™ 2x1012
Factoring time 4.5 min. 36 min. 4.8 hours
© Quantum computers process information 00 [ ]
at the qubit level, leveraging quantum o 2 I} , .
properties, unlike traditional computers 2 A||q(l)Jf I2t/S\n 2 Grover's algorithm (by Lov Grover,1996)
that use binary (0 or 1). X[ Possible © Quantum algorithm for searching unsorted data in polynomial time.
®® | pormutations © There is a risk of decryption due to the ability to quickly

search symmetric key encryption.



« ()2 Security Threats from Quantum Computing

Faster computation
More optimized

Quantum Gomputers
The need for unbreakable

Side effects of advances in quantum computer next-gen Cryptography
\ \ ey _
AES RSA Quantum Revolution: 'Harvest now, decrypt later’
ECDSI-\\\ SHA-Z-\\ -\ .
ECDH SHA-3 s ) . Priliger oo Data Validity Period
\ \ \ e e =;
Vulnerable to ZL Hacking
modern cryptography Prompt PQC Migration | (J
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R done :
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Quantum Computing
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[]3 Quantum cryptography technologies to counter quantum threats

QKD uses photons for data protection against physical interception,
while PQC prevents decryption by quantum computers using mathematical algorithms.

Physical methods QKD

“Integrity that disappears upon physical contact”

Noise .
Absorption, scattering, .
fog, dust, sun... ;
v @
()

v Physically impossible to steal or alter keys due to quantum properties.
v Requires separate hardware for quantum transmission.

v' Limited to key exchange functionality.

v' Currently applicable to optical transmission equipment.

P(QC Mathematical methods
Digital Packet

“ Hacking with a quantum computer would take thousands
of years to crack the ultra-hard problems. ”

Lattice-based,
Code-based,
Multivariate-based
algorithms

v Security based on mathematical puzzles that cannot be solved by
quantum computers

v Without the need for additional hardware

v Utilized for key exchange/signature methods in traditional public-key
algorithms

v Applicable to all network devices, applications, and services



‘04  PaC Global Trends(USA)

The States is undergoing a migration of cryptosystem in major government agencies to PQC.

J oy 2022 SR o 2022

"~ President Biden signed Announcement
a National Security of Standard
Memorandum Algorithms

NIST

National Institute of

Standards and Technology

CRYSTAL
S-Kyber

CRYSTAL
S-Dilithium,
FALCON,
Sphincs+

Additional Selection of
PQC Algorithms in »»
Progress

Announcement of PQC Migration

Initiation of migration from Classical Cryptography to Post-
Quantum Cryptography through Executive Order Implementation

CNSA 2.0 Timeline

ECDH, DH, RSA,
MQV, other non-PQC
Software/firmware signing

Web browsers/servers

and cloud services

Traditional networking

PQC Migration

timeline

equipment
Operating systems

Niche equipment

Custom application
and legacy equipment

CNSA 2.0 added as an option and tested (@ Exclusively use CNSA 2.0 by this year
PG CNSA 2.0 as the default and preferred 3 CNSA : Commercial National Security Algorithm

Recommendations for CRYSTALS-Kyber/
Dilithiumand 256-bit security parameters usage

2022 23 24 25 26 27 28 29 2030 3t

JEEED

National Cybersecurity
Strategy

In preparation for the quantum era,
prioritize the migration of vulnerable
public networks and systems to
post-quantum cryptography

X

NATIONAL
CYBERSECURITY
STRATEGY
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PQC Migration Trends in development

Under the Migration Executive Order, detailed plans are rapidly being established by the responsible ministries,
outlining timelines and activities needed for the national cryptographic transition.

APPENDIX A

Interim Benchmarks

Event/Activity

Designate cryptographic inventory and
migration lead

Actions following
publication

Within 30 days

Responsible Body

All agencies

Event/Activity

Actions following
publication

Responsibl
¢ Body

Designate cryptographic inventory and migration lead

Within 30 days

All agencies

Release instructions for the collection
and transmission of inventory

Within 90 days

ONCD

Release instructions for the collection and transmission of
inventory

Within 90 days

ONCD

Release instructions for funding 1ents

Within 90 days

ONCD

Establish a mechanism to enable the exchange of PQC
testing information and best practices

Within 180 days

NIST

Release instructions for funding
assessments

Within 90 days

ONCD

Release strategy on automated tooling and support for the
assessment of agency progress towards adoption of PQC

Within 1 year

CISA

Submit cryptographic system inventory

E

By May 4, 2023
and annually
thereafter

All agencies
except the
Department
of Defense
and
agencies in
the
Intelligence
Community

Establish a mechanism to enable the
exchange of PQC testing information
and best practices

Within 180 days

Release strategy on automated tooling
and support for the assessment of agency
progress towards adoption of PQC

Within 1 year

CISA

?J.bmil funding assessments

30 days after
submission of
cryptographic
system inventory,
and annually
thereafter

Ongoing

| Report testing of pre-standardized PQC

All agencies
except the
Department
of Defense
and
agencies
o

Submit cryptographic system inventory

By May 4, 2023 and annually
thereafter

All agencies except the Department
of Defense and agencies in the
Intelligence Community

Submit funding assessments

30 days after submission of
cryptographic system inventory,
and annually thereafter

All agencies except the Department
of Defense and agencies in the
Intelligence Community

Report testing of pre-standardized PQC

Ongoing

All agencies
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Korean PQC Migration Master Plan

Efforts are underway to establish a multinational quantum-resistant cryptographic system, including
promoting a Korean-specific algorithm for KPQC.

9 KpgC Candidate selection /

(O7. 2023) @ Ny National medium to long-
»

S : . : Building integrated infrastructure
" . Establishing implementation foundations for comprehensive
term cryptographic . " for quantum threat response and
z 3 " . cryptographic system transition .
2 H system transition planning secure cryptographic systems
WHIEPRTAE s
2023 | 2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030 | 2031~2032 | 2032~2035
Strategv 1 Securing Korean PQC algorithms A Standardization of selection of Korean quantum resistant encryption
Securing technology development A Migration/test evaluation/vulnerable password short identification technology
capabilities  |—
Institutional A Reassessment of A Establishment and announcement of mid-to-long-term encryption module policy
e development security strength A Preparation for implementing a new encryption module validation system.
Establishing ] - .
institutional Establishin . A Transition target identification criteria and preparations
9 Action plan
procedures procedures A Support for establishing pilot projects and transition readiness plans
Strategy 2 Cfuggo:;f%ric Best practices identification A /\ Guideline discovery
Miarati systyepm t%anpsi tion /\ Migration testbeds and integrated support center setup
igration
support Enhancement of Enhanced public authentication
() authentication int P ; Progressive enhancement of public infrastructure
infrastructure infrastructure readiness
Building T Establishing
foundational iSr:gu;fri;\Tg Workforce development strategies /\
ecosystems infrastructure

Operating a cryptography council A

A\ Consulting and fostering specialized enterprises
/\ Enhancing public awareness of quantum-resistant cryptography




- 07 LG U+ PQC dedicated-line service

National standard Terms of service
Achieving cryptographic declaration STEP 04
technological module completed
- - Bl b b
maturity, customer security/testing (36 =l R
ot verification STEP 03 2 IDC Center
validation, and (National Intelligence Service) e —————

securing reference :

I -
cases. SIER02 World's first . Obtained the only NIS
Domestic leased line PQC leased line service security functionality
service terms updated g 5 e
STERO] i launch confirmation certificate DR Center _ |
"U+ PQC transmission April 19, 2022, in South Korea
equipment" KCMVP 011010 . , o
Participation in the certification application ‘ 01| ' SR (B "‘,
Digital New Deal completed %Q&fa E s = Keyoffice
Quantum Cryptography ; : G T~
Communication Pilot ~ T b
Infrastructure | @ , &‘% * N7 k
Construction Project PQC Key _ Y g ‘
(‘20-22, 3 years). * Cryptographic Module exchange i hChEs R&D Centter ;

Validation Program



- :(08  The PQC technology applied by LG U+

To maximize service security and reliability, the PQC algorithm will be applied for data transmission and processing.

......... o C

data storage i ’ Y% . data processing
Symmetric key algorithm %, 8% Homomorphic encryption

Public key cryptography

I data encryption and decryption data processing

PQC Algorithm (public key) Homomorphic encryption (public key)
SEMNERE  Sccurely exchanging symmetric keys (including authentication processes) A cryptographic technique that incorporates the concept of homomorphism from
v to ensure safe data transmission between users. algebra, enabling data analysis even in its encrypted state.
© generation process © Example
1st-QRNG © 2nd-PQC © 3rd-Hybrid processing =. —B> .
i e a @ =]
: ., «-B- % 0> I'I
2 C W1 111 . of | © Standardization process stages ;A © —
: 9 O Domestic
[} [ J
: o ®e o ® ° » 2019, TTA Domestic standardization completed: Transmitting encrypted information Rk
Quantum-random PQC key generation m , — CKKS cipher scheme (Seoul National University) Computing while data is encrypted ke
number generation i with quantum resistance Global Sending computation results
: « Crystar Kyber (NIST) PQC @ ECDH * 2024, ISO/IEC Intemational standardization completion Tra.n.smi.tting decoded computation results
e+ RiLizard (TTA) Ke scheduled: Verification of results
« SMAUG-T (KpaC) J / — BGV/BFV, CKKS cipher scheme Homomorphic a Request gate open

Encryption Standardization consortium formation.*
* Samsung SDS, Microsoft, Intel, IBM, google etc. / NIST, [TU, etc. / Seoul National University, MIT etc.



‘009 Advantage of PQC Technology

We views post-quantum cryptography as a more cost effective and easily maintained solution.

Step 01 Step 02 Step 03

No additional

No limit of distance leased line or equipment

Easily applied equipment

End-to-End Security 1-core, 1-path

X Same as the existing
| li
vf, ease line PQC applicable to 0SI 7 layers

£ 28 >
L& L& -

Wireless

Router

2-core, 2-path 7 layer, Application Layer
(data+quantum key networks) 6 layer, Presentation Layer
5 layer, Session Layer

QKD Multiple repeater required QKD

4 layer, Transport Layer
3 layer, Network Layer
2 layer, Data Link Layer

Security vulnerable areas

Management 4 Cost# Complexity
nodes

1 layer, Physical Layer




- +10 ~ Miniaturization and Diversification

L o
2. ey

¥ eSIM :I'y

USB Phone IC card Equipment/Terminal
FIDO) (Employee ID Card)

(
U+ PQC PUF chip roadmap

/



11 U+ PQC Applications

We are exploring specialized services enhanced With strengthened security using easily applicable PQC
technologies across various sectors such as corporate, public, financial, and healthcare.

11

Ticket booking

PQC devices Applications Applications PQC devices
- PQC Trantsz“?l)s(s;i)on VIP video Personal
equipmen . ; : * PQC Transmission
« PQC Video conferencing "gof':)at'o" equipment (10G)
conferencing solution atabase + PQC DB Encryption
encryption solution
iy service
+ PQC Transmission Parking II“I 1.
equipment (10G) management ‘ ‘
« PQC LTE router Solution il

« PQC Transmission
equipment (10G)

service » PQC Ticket booking

+ PQC Transmission Industrial data solution

equipment (10G) encryption and
* PQC File transfer file transfer

solution service

. Facial « PQC Transmission

+ PQC Transmission Medical recognition equipment (10G)

equipment (10G) information access control » PQC Facial
« PQC DB Encryption encryption : A1 system recognition solution

solution -

service University hospital




12  PQC cloud authentication service

By applying PQC algorithms for 'authentication,’ we can consolidate individual SaaS accounts into a unified
authentication service for centralized management.

Public
Cloud
Service

Global
Cloud
Service |

Korean
Cloud
Service

fAIphaKey is a service that
integrates and manages
employees' business service
accounts based on integration
with HR databases.

P(QC can be used for
'key exchange,
encryption-decryption,
authentication’ using e

public key algorithms. v Features : IAM, MFA, SSO,

’ - - Iy Context security, Workflow,
category POC QKD . - e e SToes audit, Al calculator

Non standard

Key exchange

AlphaKey

ENC/ DEC
QC Identity as a Service/:

)‘/* 'AlphaKey provide enhanced
user authentication with
strengthened security

through PQC

Authentication

" Service




‘13  customer needs

IT security managers require sector-specific practical guides and testing support for the national transition
to a cryptographic system, aiming to establish security guidelines and achieve cost savings

Customer feedback on PQC usage

Customer feedback Advanced technology
“Our mission is to achieve communication/network ¢ Continuous development,
budget savings.” Price of domestic and
competitiveness international standard
“Even with technical support provided, it should be * PQC algorithms
easy to operate.” -
1
@ SN =
v Optimization of
“Government guidelines are crucial” Op;a_n-_so:_rce algorithms for each
op |mLza on applied service
“We currently face a shortage of space in the server room, i
with nowhere to place additional equipment.” °
Ease of v Software diffusion
“We need to prevent security incidents, implementation (open source, chip, etc.)

but I'm unsure what steps to take.” .

: ............................................................................................................. >
Will the quantum era really arrive? ®

- ; v Vari . o7
(Will it really break?) Government's Varl_ety of - 0' s
Master plan equipment/devices for
“It needs to be applied at the service level” applied services .

13



- 14  K-PQC Migration Platform Implementation plan

PQC Migration platform to assess vulnerabilities in current encryption and PQC implementations, contributing to
national cryptographic system transition plans.

PQC Migration Platform

NIST . . _ K-PQC Migration plan
PQC Migration scenario Providing user v_ul_nera_lhlllty_ana_lyms
Migration o PQG, NIST, ‘21,06 reports and verification guidelines

( Q) nievesas )

v" Providing guidance on methods for transitioning to PQC.

A systematic approach to v Analyzing minimum requirements for applying PQC on low- ( @37'3.5,5 )
transitioning from vulnerable spec devices like loT devices (e.g., CPU performance,

- . memory size).
publlc-_key algorithms to PQC v Analyzing and providing guidance on PQC types suitable
for various types of assets. for different environments (e.g., loT, cloud, enterprise).

Scenario for transitioning to Vulnerabllltv

FIPS-140 certified HW/SW assessment of

modules algorithms

Accelerating cryptographic system
transition led by global pioneers

Crypto libraries containing
vulnerable public-key encryption

Providing integrated API for

Encryption app and encryption NIST PQC 4 types

support app

Providing API for NIST PQC 4
types security protocols

Transitioning from vulnerable
encryption on computing
platforms

Provided
functionalities

Providing user API(PQC/Crypto)
- software verification results
B Transitioning communication Tl @000 @0 R

protocols using vulnerable
encryption algorithms

Providing user API(PQC/Crypto)
vulnerability detection results

14



15 PQC Technology Roadmap

For quantum security, Wired, wireless networks, and even applications
should he developed based on the PQC algorithm.

Slccrv DB
Corporate Encryp-

| g tion / y
eetln
& \ v‘ 4 erver urreno
Ingerprigt =
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» Eleotr
0 r  Recog-] Mdication/ Robot Contra

nltlon

100%

transition

to modern 3 Z
cryptography

Pay
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Auto\\
A @ nomous
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Chip / z 6G
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Chip / \ Source / \ \ ‘ l\;;\)
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