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‘01  Overview

Modern cryptography has evolved into more complex and secure algorithms with the advancement of computers, evolving from restricted
systems to personalized services.
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‘01 Overview

Quantum Computer is coming. necessitating a migration to quantum cryptography.
©Peter Shor's Algorithm(1994) > a quantum algorithm for efficiently factorizing large numbers.
©Lov Grover's Algorithm(1996) > a quantum algorithm for searching unsorted database.

Mosca’s Theorem suggests the timeframe required to protect data. Dr. Michele Mosca’s theorem stresses the need for organizations to

begin applying diligence in the post-quantum space right away.

COMPUTER ABLE TO BREAK RSA-2048 IN 24 HOURS

Number of experts who indicated a certain likelihood in each indicated timeframe
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© Theorem1:Ifx+y >z thenworry. @ Preparation is key:

*  X:numberof years you need to keep your secrets
safe.

Y: number of years to re-tool your existing
infrastructure.

Z: numberof years fora quantum computer to be
built

If X+Y > Z risks are high because secrets are
revealed.




‘01 Overview

QKD and PQC are technologies that are designed to counter quantum computers.
QKD has physical limitations when providing services, while PQC does not.

Quantum Key Distribution (QKD) Post Quantum Cryptography (PQC)
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v" Key distribution using quantum properties v' Based on quantum-resistant math problems
v' Additional optical path for QKD v" No additional setup for key distribution
v Limit on key transport distance using 0KD v" No limit to the transport distance
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Network Requirement for Cryptography

Need for Cryptography Techniques that can securely transmit data against quantum threats
in various environments such as wired, wireless, Datacenter etc. OTN(Optical Transport Network), Internet and application in 0SI-7 Layer.
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‘03  Progressin PQC

NIST initiated the PQC Standardization Project in 2016
©:RYSTALS-KYBER, CRYSTALS-DILITHIUM, FALCON, SPHINCS+ in Round 3, continuing for additional PQC algorithms in Round 4.

The Korea Post-Quantum Cryptography(KpqC) Competition was launched in 2021
©1 KEM, 4 DS in Round 2

NIST PQC Competition
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- :03 ProgressinPOC

NIST considered proposals for algorithms based on various mathematical problems but selected 0nly lattice-based and hash-based
algorithms, exploring new types of algorithms.

Lattice-hased Code-hased Isogeny-hased Hash-hased Multivariate-bhased
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- :03 ProgressinPOC

In the KPQC competition round 2, lattice-based algorithms, code-based algorithms, multivariate-based algorithms, and zero-
knowledge proof(ZKP)-based algorithms are competing candidates.

Korea PQC Competition( 22.2~ 24.11) sSecurity Efficiency Usahility
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22'2 Kpql N 2210 . aRe, o
Sbmissian A 'o S mission Do 2312 Round! Result announced 241 Round? Result
3 workshops for analysis and improvement workshops for analysis and
improvement
22’11 Round1 16 Candidates announced 23’12 Round?2 8 Candidates announced
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- :03 ProgressinPOC

We are optimizing PQC algorithms to ensure that they function without performance degradation in diverse communication
environments, working to obtain Cryptographic certifications of PQC.

Performance — Speed / Memory Standardization - CMUP X.509 ...

© High memary requirements © CMVP(Korea Cryptographic Module Validation Program) for POC.
© ImplP"::i:tit!?:'_D:Iff'(flglflef L'" Iz::nstramed E?C‘;::?Q:T:ﬁ:fl _— © POC Standard Specifications for certificates(X.509)
e | | (T SecurityLeve 5 in key exchange and signatures
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[Performance Comparison: Classical PKE vs PAC] :x KCMVP-validated cryptographic algorithms
Block Cipher: LEA, HIGHT, SEED, ARIA
Impiementation Environment glﬁllleESMAAEES' CMAC, HMAC
© Packets over 1500 bytes Key Exchange: DH, ECOH
. .. Hash: SHAZ, SHAS, LSH
© Reliable data transmission RNG: CTR DRBE, HASH DREE,

DS: RSA-PSS, ECDSA, KCDSA,
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- :(4  PQCDevelopment for OTN equipment

PQC KEM was applied to ROADM(OTN) in 2020.
In a national project, PQC was applied as a hybrid approach combining PQC and classical PKE algorithms.

POC Implementation(Hybrid)
POC Key Exchange ECDH Key Exchange

Receive pk & parameter Receive pk & parameter

Encrypt Kl with POC Encrypt KZ with ECDH pk
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‘05 Expansion of POC Development

Expanding PQC application fields to PTN(Packet Transport Network), wired/wireless routers, and loT device

Transmission Equipment [+ Wired /Wireless LTE Routers [+ loT Device Authentication(PLF-2SM)

© Encryption: block cipher(ARIA) © NISTPOC algorithms © PUFchip
© POC algorithms: KEM, DS (CRYSTALS-KYBER, CRYSTALS-DILITHILUM) © POC algorithm

(Digital Signature) ©; PUF chip (CRYSTALS-KYBER, CRYSTALS-DILITHILM)

© PUF chip: Embedded © eSIMchip
avthentication module chips

PUF-eSIM(KTC Certified)

Mitigating Side-Channel Attack (e.g. DPA, SPA)

PQC Transmission

equipment
(ROADM, PTN) . K TC
H H SRAWT NI A HA A

Nano-SIM, 4FF
Micro-SIM, 3FF
Mini-SIM, 2FF




‘06 PacApplication Cases — TTA Standard

Application Method and Framework for PQC in Optical Transport Network.
including PQC-applied use cases implemented as a part of the national project.

—Scope |

© This standard outlines guidelines and use cases for implementing network services based on post-quantum cryptography. It aims to assist companies and organizations seeking to
establish POC supported network equipment by providing necessary information and application use cases, for building POC-supported network efficiently.
The scope of this standard includes:
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The South Korean government has been actively promoting quantum cryptography technology through a national project Since 2020. 16 u+ launched
the PQC leased line service in April 2022.

Let’s join the national PQC plan to drive the migration to PQC.

National Plan for Transition to PQC

o<z

Ouantum Cryptographic Communication
Pilot Infrastructure

3 WU

023712

Comprehensive Plan Announcement for full Migration
of the national cryptographic system to POC

2025

2023, his

Security Verification for adopting POC equipment
in national and public institutions

20242025 -

National Project for build and operation of open
quantum testbed

o oms | Wy | N8 | N8 | 030 | 032082 | 2032203

Strategy 1 Securing ( POC algarithms (KocC) A\ Standardization of Korean PAC
orean POC algorithms
Securing technology : 2 A\ Migration/test evaluation/ analyzing technology of vulnerable cryptography
capabilities
Institutional A Rebuild A\ Establishment of mid-to-long-term policy regarding cryptographic module validation
9 development security strength A\ Preparation for implementing a new encryption module validation system.
Establishing :
institutional Establishing \ctian o A\ Preparation for identifying migration target
procedures procedures ction pan A\ Support for establishing pilot projects and migration readiness plans
Strategy 2 Suptpurt fl]hl: /\ Announce best practice /\ POC Guideline
crypiographic /\ Migration testbed and integrated support center setup
Migration system transition
support
Advancement of Freparation for atvaree Progressive advancement of public infrastructure
9 infrastructure public infrastructure d S0 - SSHHEE
Building Establishi
foundational isrltl?uslfri:;g /\ Strategy for fostering experts /\ Supporting specialist, enterprises specialized in POC
ecosystems infrastructure /\ [perating a cryptography council /\ Enhancing public awareness of POC
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